CGGMP Specification

© Dfns

1 Introduction

We provide a specification for our implementation of the CGGMP threshold signing protocol [I].

2 Notation and Preliminaries

E denotes an elliptic-curve group of prime orde1E| q with generator G. If P € E is a point on the
curve, then P|; denotes the z-coordinate of P. We let Z,, = [n] ={0,...,n— 1}, and let Z be the
subset of elements of Z,, co-prime to n, i.e., Z = {i | i € Z, A ged(i,n) = 1}. For integers a,b, ¢,
we set [a;b) ={a,...,b—1} and £0 = {—¢,...,0,...,¢}. We write z < X to denote sampling a
uniform element = from a set X.

2.1 Safe-Prime Generation

A safe prime p has the form p = 2p’ + 1 where p’ is also prime. Assuming a primality test IsPrime,
a trivial way to generate a (random) safe prime is to repeatedly sample p’ in the appropriate range,
test p/ for primality, and then (if p’ is prime) test 2p’+1 for primality. (We ignore here the possibility
of error in IsPrime.)

Primality testing is expensive, and the trivial algorithm is wasteful in the sense that it tests p’
for primality even when it is clear that p = 2p’ + 1 will not be prime (e.g., if p’ = 1 mod 3). We
can avoid this by using simple sieving, as in Algorithm (1| (following [3]).

Algorithm 1 Generating a (random) safe prime

1: Let B be a set containing the first n odd primes // n is a parameter
2: while (1) do

3: Choose (random) p’ in the appropriate range

4 If p’ mod ¢q € {0, (¢ — 1)/2} for some g € B continue

e If (!IsPrime(p’)) continue

6 If (IsPrime(2p’ + 1)) return p = 2p’ + 1

The number of primes n to use for sieving is a parameter that can be heuristically optimized.
Note that as n increases, the marginal benefit of sieving decreases while the cost of sieving increases.

1The curve order is denoted by curve_order in the code. Note that ¢ is also used for the verifier’s challenge space
in [I], but we use @ for that instead.



2.2 Using the Chinese Remainder Theorem

Arithmetic modulo N can be optimized when the (partial) factorization of N is known. Say
N = N;j - Ny where N1, Ny > 1 and ged(Ny, N2) = 1. (Note that Ni, Ny need not be prime.)
Then a computation modulo N can be optimized by (1) separately carrying out the computation
modulo N; and Na, and then (2) combining the results. We illustrate the for the particular case
of exponentiation (i.e., computing s* mod N), but the same idea can be applied for multiplication,
multiexponentiation, etc.

Exponentiation modulo Nj, No. Computing s* mod N; and s® mod Ns will, in general, be
faster than computing s* mod N directly because (1) Ny, N are shorter than N, and (2) assuming
the factorizations of Vi, N are known, we can reduce the exponent  modulo ¢(Ny) (resp., ¢(N2))
before performing the respective exponentiations. Namely, we can use the fact that, e.g.,

s¥ mod Ny = s* ™4 ¢(N1) 104 Ny

(assuming ged(s, Np) = 1.)

Combining the results. Let § = Nfl mod Ns. If we have computed r; = s® mod N; and
ro = s¥ mod Ny, we can compute s* mod N as

1+ ((7”2 — ?“1) - 8 mod NQ) - N7.

(Note that no reduction modulo N is needed, and the result will already be in the correct range.)
To see that this gives the correct answer, note that

T‘1+((7"2—7“1)-6m0d Ng) - N1 = r1 mod V;
r1+ ((r2 —r1) - Bmod Np) - Ny =71 + ((7"2_7"1)'N1_1) - N1 = rg mod Na.

In our context, the case of interest is when the modulus is N? = p?¢? and the factors p, ¢ are
known. Algorithm [2 shows a complete algorithm for exponentiation modulo N? in that case.

Algorithm 2 Computing s* mod N2, where N? = p?¢? with p, ¢ distinct primes and ged(s, N?) = 1

: B:=p2modgq® // this can be computed in a preprocessing step
p1=p-(p—1), p2:=q-(¢—1)

x1 = x mod ¢1, T3 := x mod ¢

s1 := s mod p?, s := s mod ¢?

r1 := 51" mod p?, ry := 552 mod ¢

res =11 + ((r2 — r1) - B mod ¢?) - p?

return res

2.3 Paillier Encryption Scheme

We include a description of the algorithms that constitute the Paillier encryption scheme.

1. keygen generates a private key sk consisting of two safe primes, with the public key being
their product V.



2. ency(M;r) encrypts a message M € {—(N —1)/2,...,(N —1)/2} using randomness r € Z}
and Paillier public key N. This produces a ciphertext C' € ZY},. Encryption checks that
ged(r, N) = 1 (and raises an error if not), and then computes

ency(M;r):= (14 M- N) -7 mod N?

We also provide a function ency (M) that samples uniform r € Z}, and returns ency (M;r).

Functions enc{'(M;r) and enc{'(M) are analogous but achieve better performance by using

the technique from Section [2.2] when the factorization of N is known.
3. dece(C') decrypts a ciphertext C' € Z}, to a plaintext M € {—(N —1)/2,...,(N —1)/2}.

4. C1 ® Cy denotes homomorphic addition of ciphertexts Cq,Cy € Ly encrypted under the
same Paillier public key N. It is computed as C; & Co = C; - Co mod N2. Note that
dec(C1 @ C3) = [dec(C}) + dec(C2) mod NJ.

5. k® C denotes homomorphic multiplication of a ciphertext C' € Z}, by k € Z. It is computed
as k ® C = C* mod N2. Note that dec(k ® C) = [k - dec(C) mod N].

2.4 Speeding up Fixed-Based Multiexponentiation Using Preprocessing

Execution of the protocol involves many computations of the form s*t¥ mod N, where s,t, N are
fixed (and known in advance) but the exponents x, y vary. For the purposes of this section we view
this as a multiexponentiation with respect to the bases s,t in a generic group, and so ignore N. Ef-
ficiency of these multiexponentiations can be improved by using one-time preprocessing to generate
a small amount of state that is used to speed up subsequent computations.

Say —l, < x < 4, and —{, < y < {,, where typically ¢,, ¢, are powers of 2. In describing
the algorithm, we assume z,y are nonnegative; we can handle negative exponents by also pre-
computing s~% and t % and then, e.g., when x is negative write s*t¥ = (S*ZI) . (sx”zty) with
x + £, > 0. The algorithm is parameterized by a value B which is also typically a power of 2 (in
practice, taking B € {2%,2%} is a good choice); it stores T =~ (log ¢, + log{,)/lg B group elements
and requires &~ B + Tg group operations to compute a multiexponentiation. See Algorithm [3]

Algorithm 3 Computing s*tY; parameterized by B > 2; let k. = [|z|/1g B, k;, = [|y|/1g B]

1: in preprocessing step, compute s; := sZ for i € {0,..., k. — 1}
2: in a preprocessing step, compute t; := 5 for i € {0, ..., ky —1}
3: let xgr 1 ---wp and Yk, —1° Y0 be the base-B representations of x and y, respectively
4: res:=1,tmp:=1

5: forb=B—-1,...,1do
6 for all ¢ such that y; = b do
7 tmp :=tmp - ¢;

8 for all 7 such that z; = b do
9 tmp :=tmp-s;

10: res :=res - tmp

11: return res




g ky . .
We refer to ({Si}fim {ti};2,) as a table T;. Precomputation of a table is only done once, so the
efficiency of doing so is not critical; nevertheless, for completeness, we describe an algorithm for
computing the {s;}icqo,. k2 —13- (The same algorithm can be used for computing the {t;} as well.)

Algorithm 4 Computing {s;}¥_,, where s; = s5'
1: s :=s
2: fori=1,...,k do
3: s; =82,

Assuming B is a power of 2, the exponentiation in line 3 requires lg B squarings; the algorithm
thus uses only klg B squarings overall.

2.5 Security Parameters

The protocol relies on several user-defined parameters that determine its security. Note these do
not include the curve order ¢, which is fixed by the underlying signature scheme rather than by the
threshold protocol itself. We let A denote the bit length of the curve order (so 2* < ¢ < 2**1) and
assume A > 256 (which is the case for the signature schemes we support).

The security parameters of the protocol are denoted collectively by L = (k,&,£¢,¢',;m, Q). These
parameters are used in the following ways:

— Kk determines the length of the primes used for Paillier private keys. Specifically, the primes
are chosen to be of length 4x and so the Paillier modulus has length 8k.

— £, ¢ correspond to bounds on the ranges of certain plaintexts that are encrypted, while ¢ is a
slack parameter. (Honest parties choose plaintexts in a range determined by ¢ or ¢'; the zero-
knowledge proofs, however, only prove that a party chose plaintexts in a range determined
by £+eor ' +¢.)

— m denotes the number of iterations of some underlying zero-knowledge protocol to run; the
soundness error will be 27™.

— ( determines the challenge space for some of the zero-knowledge proofs.

For correctness, we require £ > X\, e > 8 +log @, and ¢/ < 8x. We also recommend @ = 2™ since it
can only hurt efficiency (while not improving security) otherwise.

2.5.1 Security Guidelines

Let s < 256 be a statistical security parameter, so the goal is to achieve roughly 27 “privacy loss”
in one execution of the protocol. Parameters can be set using the following guidelines:

— & should be set based on current estimates regarding hardness of factoring. Setting kK =
384 (so moduli are 3072-bits long) matches NIST recommendations for achieving 128-bit
computational security, which is consistent with the security obtained by using A = 256.

— £ needs to be set such that 2¢t1 > ¢; setting £ > X ensures this. Some of the zero-knowledge
proofs have privacy loss and soundness error at least 27, but since £ = X > s that is fine.



— @ and m determine the soundness error of several of the zero-knowledge proofs, with some of
the proofs having soundness error at least 1/@Q and others having soundness error at least 27",
It thus makes sense to set Q = 2™ (as recommended above). Setting @ = 2!%® (and m = 128)
suffices for 128-bit security. Note: while it is possible to increase ) without any significant
direct impact on efficiency, increasing @ requires increasing €, #', which does impact efficiency.

— ¢ affects both the completeness error and the privacy loss of several of the zero-knowledge
proofs. Since some proofs have privacy loss at least 4Q)/2€, this requires € > 2 + s + log Q.

— ¢ needs to be set large enough so that adding noise from +2¢ statistically hides a (2 + ¢)-bit
value. This requires ¢/ > 2\ + € + s.

If the above guidelines are used, the interaction between one honest party and one malicious party
during an execution of the signing protocol has privacy loss upper-bounded by 8-27% (this accounts
for all the zero-knowledge proofs as well as the noise used for statistically hiding different values).
If we assume t — 1 malicious parties and n — ¢t + 1 honest parties, the overall privacy loss in an
execution of the protocol is at most 8 - (n —¢t+1) - (t —1)-277.

3 Zero-Knowledge Proofs

In this section we describe the various zero-knowledge proofs that are used as sub-routines in the
protocol. In each case we first describe an interactive version of the proof; we then describe how
we implement a non-interactive version of the proof using the Fiat-Shamir transform.

3.1 [II°*¢: Paillier Encryption in Range

We assume the prover and verifier agree on shared state state, auxiliary data R; = (N}, s;,t;) with
Sj,t; € Z*Nj, and a security level L. The prover and verifier have common input (N;, K), and the

prover additionally has secret input (k,p) such that k € +2¢ and K = enc No(k;p). In all the
cases where this proof is used in the protocol, the prover knows the factorization of N; (and thus
knows sk;) and the verifier knows the factorization of N; (and thus knows sk;).

3.1.1 Interactive Version of the Proof

1. In the first round of the protocol, the prover does the following;:

— The prover samples the following values:
a+ 22 p 228Ny, rZy, v+ 2257 Np).

— The prover then computes:
- S= s?t}‘ mod N;
— A = ency;(a;7) (this is computed as encg (a;r) if sk; is known)
_ — a4 .
C = s7t; mod Nj.
Note that S and C are computed using fixed-based multiexponentiations.

— The prover sends first message (S, A, C'), and maintains local (secret) state («, u,r,7).



2. The verifier chooses e < +(@) and sends e to the prover.
3. Oninput (N;, K), challenge e, and local state including (k, p), («, p, r,7y), the prover computes:

- z1=oa+ek
— 29 =1-p°mod N;
— 23 =17+ eu.
It then sends (z1, 22, 23) to the verifier.

4. Given (N;, K), initial message (S, A,C), challenge e, and response (z1, 22, 23), the verifier
accepts if and only if all the following are true:

— A® (e ® K) = ency;,(21; 22) mod N?
- §5't3* = C'- 5° mod N;
— 21 € £2¢F<

Note the second computation involves a fixed-based multiexponentiation.

3.1.2 Non-Interactive Version of the Proof

— We deterministically derive a challenge by applying a hash function to inputs that include
state, auxiliary data R;, the common input (N;, K'), and the initial protocol message (S, A, C).
We write the resulting function as e = ChallengeNIL (state, R;, (N;, K), (S, A,C)).

enc

— The prover generates a proof as follows: first it computes (S, A, C) as described above; then
it computes e = ChallengeNIL (state, R;,(N;, K), (S, A4,C)); next, it computes (z1, 22, 23)

as described above, using the challenge e. Finally, it outputs the proof ((S, A, C), (21, 22, 23))-
We write the resulting function as ProveNIL (state, Rj, (N;, K), (k, p)).

enc

— A party verifies a proof ¢ = ((S, A, C), (z1, 22, z3)) by first computing

e = ChallengeNIZ (state, R;, (Ni, K), (S, A,C))

enc

and then verifying as described above, using the challenge e. We write the resulting function
as VerifyNIL (state, R;, (N, K),v).

enc

3.2 II**78; Paillier Affine Operation with Group Commitment in Range

We assume the prover and verifier agree on shared state state, auxiliary dataﬂ R; = (Nj, s5,t5)
with s;,%; € Zjvj, an elliptic curve E of prime order ¢ with generator G, and a security level L.

For this proof, the prover and verifier have common input (N;,N;,C,D,Y, X) where C,D € Ly,
J

Y € Z}», and X € E, and the prover additionally has secret input (x,y, p, py) such that x € +2¢

ye+2f pe Ly, py € Ly, D = (r ©C) ® ency;,(y;p), Y = ency,(y;py), and X =z - G. In all
the cases where this proof is used in the protocol, the prover knows the factorization of N; (and
hence knows sk;) and the verifier knows the factorization of N; (and hence knows sk;).

’In [1], the auxiliary data is an arbitrary modulus N. In the protocol, however, it always holds that N=N -



3.2.1 Interactive Version of the Proof

1. In the first round of the protocol, the prover does the following:

— The prover samples the following values:
a— 275 T, 6 < 2270 )
B 22676 vy Tk, m,u (28 N).
— The prover then computes:
— A= (a©C) ®ency,(B;7)
- B,=a-G
— By = ency;(B;7y) (this is computed as encg (8;7y) if sk; is known)
- F= s;’t} mod Nj, § = s7t7" mod Nj
- F= sftg mod N;, T = s?t? mod Nj.
Note that the final two sets of computations are fixed-based multiexponentiations.
— The prover sends first message (A, B;, By, E, S, F,T), and maintains local (secret) state
(o, B,7, 1y, 77,6, m, ).

2. The verifier chooses e < £ and sends e to the prover.

3. On input (N;, N;,C,D,Y, X), the challenge e, and local state that includes (x,y,p, py),
(o, B,7,7y,77,6,m, 1), the prover computes:

21 =0+ ex

29 =p+ey

z3 =7+em

24 =0+eu

w =1 p° mod N;

wy =1y - py mod N,

and sends (21, 22, 23, 24, W, wy) to the verifier.

4. Given (N;, N;,C,D,Y, X), initial message (A, By, By, E, S, F,T), challenge e, and response
(21, 22, 23, 24, w, Wy ), the verifier accepts if and only if all the following are true:
A®(eoOD)=(xn10600C)® encg{fj (z2; w) mod sz
z1-G=B;+e-X
B, ® (e®Y) = ency; (22;w,) mod N?
s§1t§3 = E - S°mod N;
st = F - T° mod Nj
7 € 24t
29 € £207F¢,

Note that two of the above computations involve fixed-base multiexponentiations.



3.2.2 Non-Interactive Version of the Proof

— We deterministically derive a challenge by applying a hash function to inputs that include

3.3

state, the auxiliary data R;, the common input (N;, N;,C,D,Y, X), and the initial protocol
message (A, By, By, E, S, F,T'). We write the resulting function as

e = ChallengeNIl;, (state, R;, (N;, N;,C,D,Y, X), (A, By, By, E, S, F,T)).
The prover generates a proof as follows: it computes its initial message (A, By, By, E, S, F,T')
as described above; then it computes

e = ChallengeNIl;, (state, R;, (N}, N;,C,D,Y, X), (A, By, By, E, S, F, T));

next, it computes (21, 22, 23, 24, w, wy) as described above, using the challenge e. Finally, it
outputs the proof ((A, By, By, E, S, F,T), (%1, 22, 23, 24, w, wy)). We write the resulting func-

tion as ProveNIIaEf’g_g(state, R;,(Nj,N;,C,D,Y,C); (z,y, p, py))-

A party verifies a proof ¢ = ((A, By, By, E, S, F,T), (21, 22, 23, 24, w, wy)) by first computing

e = ChallengeNIL;, (state, R;, (N;,N;,C,D,Y, X), (A, B,, By, E, S, F,T))

and then verifying as described above, using the challenge e. We write the resulting function

as VerifyNIgz (state, Rj, (N}, N;,C,D,Y, X),1)).

[1™4: Paillier-Blum Modulus

The prover and verifier agree on shared state state and a security level L (which determines m).
For this proof, the prover and verifier have common input N, and the prover additionally has as
secret input primes p,q = 3 mod 4 such that N = pq.

3.3.1 Interactive Version of the Proof

1.

In the first round of the protocol, the prover samples uniform w € Zy with Jacobi symbol

(%) = —1. It sends w to the verifier and maintains local state w.
The verifier chooses uniform y; € Zy for i =1,...,m.

Given N, the challenge y1,...,¥ym, and local state that includes p, g, w, the prover does the
following for ¢ = 1,...,m:

(a) Compute a;,b; € {0,1} such that ¢/ = (—1)%w’y; mod N is a quadratic residue mod-
ulo N.
(b) Let z; be the principaﬁ 4th root of y; modulo N.

(c) Compute N’ = N~ mod ¢(N) and set z; =y mod N.

Send {(z;, a;, b;, z;) }.; to the verifier.

3This means that z; is itself a quadratic residue.



4. Given N, initial message w, challenge {y;}",, and response {(z;,a;,b;, z;)}i",, the verifier
accepts if and only if all the following are true:

(a) N is an odd non-prime.
(b) Fori e {1,...,m}:
— 2V = y; mod N.

)

z
- x¥ = (-1)%wdy; mod N.

)

3.3.2 Non-Interactive Version of the Proof

— We deterministically derive a challenge by applying a hash function to inputs that include
state, the common input N, and the initial protocol message w. We write the resulting
function as (y1,...,ym) = ChallengeNIL (state, N,w).

mod

— The prover generates a proof by first computing its initial message w as described above; then
it computes (y1, . ..,ym) = ChallengeNIL  (state, N, w); next, it computes {(z;, a;, b, 2;) }74

mod
as described above, using the challenge {y;}™ . It outputs the proof (w, {(z;, a;, bi, z:) }i*1)-

We write the resulting function as ProveNIL ,((state, N), (p,q)).

— A party verifies a proof (w, {(z;, a;, bi, z;) }1") by first computing

Y1, ...,Ym) = Challen eNIL state, IV, w
g

mod

and then verifying as described above, using the challenge {y;}" ;.

3.4 IIP™: Ring-Pedersen Parameters

The prover and verifier agree on shared state state and security level L (which determines m).
For this proof, the prover and verifier have common input (NN, s,t) with s,t € ZY;, and the prover
additionally has secret input A such that s = t* mod N, along with the factorization of .

3.4.1 Interactive Version of the Proof

1. In the first round of the protocol, the prover first does the following for ¢ =1,...,m:

— The prover samples a; <= Zg(n)-

— The prover computes A; = t% mod N.
The prover then sends first message {4;}7", and maintains local (secret) state {a;}/" .
2. For i =1,...,m, the verifier chooses e; < {0,1}, and sends {e;}/"; to the prover.

3. On input N, s, t, the challenge {e;}!", and local state including ¢(N), A, and the {a;}",, for
i =1,...,m the prover computes z; = a; + e; - A mod ¢(N). It sends {z;}!"; to the verifier.

4. Given N, s,t, initial message {A;}/",, challenge {e;}!",, and response {z;}*,, the verifier
accepts if and only if t* = A;5 mod N fori=1,...,m.



3.4.2 Non-Interactive Version of the Proof

— We deterministically derive a challenge by hashing inputs that include state, the common
input (IV, s,t), and the initial protocol message {A4;}7,. We write the resulting function as
{e;}™, = ChallengeNIZ (state, N,s,t, {A;}7,).

prm

— The prover generates a proof as follows: first, it computes its initial message {A4;}", as
described above; then it computes {e;}/*, = ChallengeNI}fm(state, N,s,t,{A;}7%); next, it
computes {z;}/"; as described above, using the challenge {e;}" . Finally, it outputs the proof
({A}m,, {z}™,). We write the resulting function as ProveNIL_ (state, (N,s,t), (¢, \)).

prm

— A party verifies a proof ¢ = ({4;}7,,{z}",) for (N,s,t) by setting

{e;}™, = ChallengeNIL_(state, N,s,t, {A;}7,)

prm

and then verifying as described above, using the challenge {e;}7,. We write the resulting
function as VerifyNIL (state, (N,s,t),).

prm

3.5 II'°¢*: Group Element vs. Paillier Encryption in Range

The prover and verifier agree on shared state state, auxiliary data R; = (Nj, s;,t;) with s;,t; € Z} n
an elliptic curve E of prime order ¢ with generator G, and a security level L. For this proof, the
prover and verifier have common input (N;, C, X, B) with C € Ly, and X, B € E, and the prover

additionally has secret input (x, p) such that x € £2¢, C = ency;,(7;p), and X = z - B. In all the
cases where this proof is used in the protocol, the prover knows the factorization of N; (and hence
knows sk;) and the verifier knows the factorization of N; (and hence knows sk;).

3.5.1 Interactive Version of the Proof

1. In the first round of the protocol, the prover does the following;:
— The prover samples the following values:
o 25
p (20 Ny)
T Ly,
v +(24° - Ny).
— The prover then computes:
— = 3;%? mod N;
— A = ency,(a;7) (this is computed as encg (a;7) when sk; is known)
—Y=«a-B
— D = s§t] mod Nj.
Note that S and D are computed using fixed-base multiexponentiations.

— The prover sends first message (5, A,Y, D) and maintains local (secret) state (c, w1, 7,7).

2. The verifier chooses e < £ and sends e to the prover.
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3. On input (N;, C, X, B), the challenge e, and local state that includes (z, p), (o, u,7,7), the
prover computes:

21 =0+ ex

2o =1 p° mod N;

23 =7+ ep,

and sends (z1, 22, 23) to the verifier.

4. Given (N;,C, X, B), initial message (S, A,Y, D), challenge e, and response (z1, 22, 23), the
verifier accepts if and only if the following are true:
ency,(21;22) = A® (e ® C) mod N?
z1:B=Y +e- X
21423 __ )
sjltf’ = D - §°mod N;
7 € £2%¢,

3.5.2 Non-Interactive Version of the Proof

— We deterministically derive a challenge by hashing inputs that include state, the auxiliary
data Rj, the common input (N;,C, X, B), and the initial protocol message (S, A,Y, D). We
write the resulting function as e = ChallengeNIIIE(’)g*(state, R;,(N;,C, X, B),(S,A,Y,D)).

— The prover generates a proof by first computing its initial message (5, A4,Y, D) as described

above, then computing e = ChallengeNIIlEc’,é*(state,R]-, (N;,C, X, B),(S,A,Y, D)), and next

computing (z1, 22, z3) as described above, using challenge e. It outputs the proof ((S, A,Y, D),

(21, 22, 23)). We write the resulting function as ProveNIIi’,é*(state, R;,(N;,C, X, B); (x,p)).

— A party verifies a proof ¢ — ((S, A,Y, D), (21, 22, 23)) by first computing
e= ChallengeNIllgg)é*(state, R;,(N;,C,X,B),(S,A,Y,D))

and then verifying as described above, using the challenge e. We write the resulting function
as VerifyNIy;,, (state, R, (N;, C, X, B),1)).
3.6 II**°: No Small Factor Proof

The prover and verifier agree on shared state state, auxiliary data R; = (N}, s;,t;) with s;,t; € Z}*Vj,
and a security level L. For this proof, the prover and verifier have common input NV;, and the prover
additionally has primes 2¢ < p,q < £2¢- /N; with N; = pg. In all the cases where this proof is
used in the protocol, the verifier knows the factorization of N; (and hence knows sk;).

3.6.1 Interactive Version of the Proof

1. In the first round of the protocol, the prover does the following;:

— The prover samples the following values:

o, B+ £ (27°VI;)
W, v =+ (QZNj)

11



o« £ (2°N;N;)
T £ (2£+€NiNj)
z,y + £ (275 N;).
— The prover then computes:
- P= s?t;‘ mod N;
— Q = st mod N;
— A = s7t7 mod N;
- B= sft]y mod N;
T = Q%tj mod Nj.

Note that P,Q, A, B are computed using fixed-base multiexponentiations.

— The prover sends the first message (P,Q, A, B,T,0) and also maintains local (secret)
state (OK, ﬁa Ky VT Iy y)

2. The verifier chooses e < £+ and sends e to the prover.

3. On input N;, the challenge e, and local state that includes (p,q), o, and (o, B, p, v, 7, 2,9),
the prover computes:

Z1 =a+ep
29 =P+ eq
w; =x + ey
we =Y + ev

v=r+e-(0—vp),
and sends (z1, 22, w1, we,v) to the verifier.

4. Given N, initial message (P,Q, A, B,T,0), challenge e, and response (z1, z2, w1, w2, v), the
verifier accepts if and only if the following are true:

— sjz»lt?’1 = A- P°mod N;

- 87°t;® = B- Q° mod N;

— Niyo .
- Q7] =T - (s;"t7)° mod N;
- 21 € £ (2VN;)
- zp € = (25 VN;).

Note that the 1st and 2nd checks involve fixed-base multiexponentiations.

3.6.2 Non-Interactive Version of the Proof

— We deterministically derive a challenge by hashing inputs that include state, the auxiliary
data R;, the common input N;, and the initial protocol message (P,Q, A, B,T,c). We write
the resulting function as e = ChallengeNIZ (state, R;,N;, (P,Q,A,B,T,0)).

fac

— A proof is computed as follows: compute initial message (P, @, A, B, T, o) as described above;
compute e = ChallengeNIZ (state, R;,N;,(P,Q,A,B,T,0)); next compute (21, 22, w1, wa, v)

as described above, using challenge e. Output the proof ((P,Q, A, B, T, 0), (21, 22, w1, w2, v)).
We write the resulting function as ProveNIL, (state, Rj, Ny, (pi, i)
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— A party verifies a proof ¢ = ((P,Q, A, B,T,0), (21, 22, w1, wz,v)) by first computing
e= ChallengeNIfLalc (state, R;, N;, (P,Q,A,B,T,0))

and then verifying as described above, using the challenge e. We write the resulting function
as VerifyNIL (state, Rj, N;, ®).

fac

3.7 1I**®: Schnorr Proof of Knowledge

We describe the standard Schnorr proof of knowledge, and also set up notation that we will use in
what follows.

— Commitsen() — (4; )
o < ZLg
A=a-G
return (o, A)

— Challenge_, () — e
return e < Zq

— Provegeh (o, e,2) — 2
return z = a 4+ ex mod q

— Verify_ (2, 4,¢, X)
accept iff z-G=A+e- X.

4 Threshold Protocols

In this section we describe the various threshold protocols we have implemented. Overall, we have
the following protocols:

1. When a “signing cluster” is initialized, the signers in that cluster run a provisioning protocol
in which they each generate auxiliary information. That protocol is described in Section [}

2. When key generation is requested in an initialized cluster, the signers in that cluster run a
distributed key-generation protocol. We have implemented protocols for both n-out-of-n key
generation (cf. Section [4.2.1)), as well as t-out-of-n key generation (cf. Section [4.2.2)).

3. A threshold of signers who have already generated a key can compute presignatures with
respect to that key. Protocols for doing that, in both the “non-threshold” (i.e., n-out-of-n)
and “threshold” (i.e., t-out-of-n) cases, are described in Section

4. If a presignature has already been generated by some threshold of signers with respect to some
key, those signers can non-interactively compute a signature on a given message m using the
presignature they have computed. See Section [4.4]
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4.1 Provisioning Protocol

This protocol is run to generate auxiliary information for each signer in a cluster.

Input. Party index i, context separation string sid, security level L.

Round 1.

Generate 4k-bit safe primes p;, ¢; using the algorithm from Section [2.1

— Compute N; = p;q; and ¢ = (p; — 1)(¢; — 1), and create a Paillier decryption key sk;
using those values.

— Sample r Z}‘Vl_ and A < Zgy, and compute t; = r? mod N; and s; = tf‘ mod N;.

Compute 1; = ProveNIL (sidl|i, (N;, si, t), (¢, \)).

prm

— Sample p;, u; + {0,1}*, and compute V; = H (sid||n||i||Ni| st ti|ps]ws)-

Send V; to all parties.
Round 2.

— Receive V; from all parties.
(Reliability check.) Optionally, if the reliability check is enabled:
— Compute h; = H(Vy||...||Va=1) and send h; to all parties.
— Upon receiving h; from all parties, abort if h; # h; for some j € [n].

— Send (NZ, Si, ti, 12)1', Pis ’LLl) to all parties.
Round 3.

— Receive (Nj,sj,tj,qﬁj,pj,uj) from all parties.
— For all j € [n], set R;j = (Nj,sj,t;); let R= (Rj)jelm)-
— For j #i:

— Assert V; = H(sidl|nl|j[| V155115151 o5l|wj)-

— Assert NV is at least 8- k — 1 bits in length

— Assert VerinyI}%m(side, (N5, sj,tj),lﬁj).

— Construct Paillier encryption key from N;.
~ Compute p = B, p;-
— Compute 1; = ProveNIL . (sid||i||p, N;, (pi, ¢:))-
— For j # i do:
— Compute ¢} = ProveNIL (sid||i|p, R;, N;, (pi, ¢:))-
— Send (¢, ¢7) to P;.
Output.

— Receive (1, qﬁ;) from all parties.
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— For j # i do:
— Assert VerifyNIL  (sid||j|lp, Nj, ;).

— Assert VerifyNIL (sid||j|lp, Ri;Nj’¢§)'

fac
— For j € [n] (including j = 7), precompute a fixed-based multiexponentiation table T} as
described in Section H Let T = (T3) jefn)-

— Return (pi,qi,ﬁ, f)

4.2 Distributed Key Generation

We implement two versions of distributed key generation. One generates a key along with an n-
out-of-n additive sharing of that key, and the other generates a key along with a t-out-of-n Shamir
secret sharing of that key. Note that only the former protocol is described in [IJ.

4.2.1 Non-Threshold (i.e., n-out-of-n) Key Generation

This protocol is based on [I, Figure 5], but we have added the option to replace the broadcast
channel with a reliable broadcast subroutine, and we added optional support of HD-wallets.

Input. Party index ¢, number of signers n, context separation string sid, security level L, curve
E with generator G of prime order gq.

Round 1.

— Sample x; < Zg4, and set X; = x; - G.
— Sample rid; < {0, 1}".

— Compute (A;;7;) = Commitgen().

— (HD-wallets.)

— If HD-wallets support enabled, sample local chain code contribution ¢; < {0, 1}25
(32-bytes string)
— Otherwise, set ¢; = L
— Sample u; < {0,1}" and set V; = H (sid||n||¢||rid; || X; || Ai]|wil|c;)-
— Send Vj to all parties.

Round 2. Upon receiving V; from all parties:

— (Reliability check.) Optionally, if the reliability check is enabled:
— Compute h; = H(Vy||...||Va=1) and send h; to all parties.
— Upon receiving h; from all other parties: abort if h; # h; for some j € [n].

— Send (rid;, X;, A;, u;, ¢;) to all parties.
Round 3. Upon receiving (rid;, X;, Aj, u;, ¢;) from all other parties:

— Abort if V; # H(sid||n||j|rid;|| X;]|A4;||u;l|lc;) for some j € [n].
— Set rid = P, rid;.
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— (HD-wallets.) If HD-wallets support enabled:

— Set chain code ¢ = €, ¢;
— Set e; = H(sid||¢||rid||X;]|4;) and compute 1); = Provescn(7i, €i, ;).
— Send ; to all parties.

Output. Upon receiving 1; from all other parties:

— For all j # i:
— Set ¢; — H(sidljlrid| X; ] 4,)
— Assert Verify . (¢, Aj, e, X;).
- Set X =Y, X;, X = (X;) jefn)-
~ Output (X, z;, X, ¢).

4.2.2 Threshold (i.e., t-out-of-n) Key Generation

Input. Party index ¢, threshold parameter ¢, number of signers n, context separation string sid,
security level L, curve F with generator G of prime order gq.

Round 1.

Sample S;0,...,Sit—1  Zg. Set S, = (8ik - Grepy- Let fi(z) = Zke[t] Sik - zF and
Fi(z) = /() - G.

— Compute o0;; = fi(j + 1) for all j € [n].
— Sample rid; < {0, 1}".

Compute (A;, 7;) < Commitgey().

— (HD-wallets.)

— If HD-wallets support enabled, sample local chain code contribution ¢; < {0, 1}!28
(32-bytes string)
— Otherwise, set ¢; = L
— Sample u; « {0,1}* and compute V; = H (sid||n|i||t||rid]| S| Ai|wil|c:)-
— Send Vj to all parties.

Round 2. Upon receiving V; from all parties:

— (Reliability check.) Optionally, if the reliability check is enabled:

— Compute h; = H(Vp|| - - ||Va=1), and send h; to all parties.
— Upon receiving h; from all parties: abort if h; # h; for some j € [n].

— Send (ridi,gi,Ai,ui,ci) to all parties.

— For all j # i, send 05 ; to P; via private channel.
Round 3. Upon receiving (rid;, qu, Aj,uj,cj) and o;; from all parties:

— For each party j # i:
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Check that 5’} has length t.
— Assert V; = H(sidlnl 11l 1551145 s ley).
Define Fj(x) = Zke[t] zk . S e

— Assert 0 - G = F;(i+1).
Compute rid = B¢,
— (HD-wallets.) If HD-wallets support enabled:

— Set chain code ¢ = D¢}y ¢

— Let F() = Yopepg 2° - (Zje[n} Sj,k> =2 jepm Fi(@).
For j € [n], compute X; = F(j +1). Let X = (X5)jem)-

Compute z; = Zje[n] e
— Compute challenge e; = H(sid||i||rid||X;||A:).

Compute Schnorr proof 1); = Provescn (i, €i, 04).

— Send ; to all parties.
Output. Upon receiving v; from all parties:
— For j #i: set e; = H(sid|j||rid|| X;||4;) and assert Verify . (¢, Aj, e, X;).
Compute Y = | S;0-
— Create identity mapping I : [n] — Z4 \ 0, I(i) =i + 1.
— Return (Y, z;, X, I, c).

jE[n

4.3 Presigning

We implemented both non-threshold and threshold versions of presigning. The non-threshold ver-
sion assumes the n parties running the protocol have additive shares of the private key. The
threshold version of the protocol, which is not described in [I], first maps the key shares (which are
a t-out-of-n Shamir sharing of the private key) to a t-out-of-¢ sharing of the key using Lagrange
interpolation and then runs the non-threshold protocol among the ¢ parties.

4.3.1 Non-Threshold (n-out-of-n) Presigning

The following protocol is based on [I, Figure 7], although we have corrected some typos and
eliminated some extraneous parts. (In particular, we do not have identifiable abort.)

Input. Number of parties n, party index i € [n], secret share x;, list of signers’ public-key shares
X = {Xj}ejn), Paillier private key sk;, list of signers’ auxiliary data R = ((s;,;, Nj))je[n]s
context separation string sid, security level L, elliptic curve E with generator G.

Round 1.

— Sample k;,v; < Zg, pi,vi < L}, and set G; = encgfi (vi;v), K; = encgﬁ:(ki;pi).

— For j # i compute 1/}?12» = ProveNIZ (sidl|li, Rj, (N;, K;), (Ki, pi)-
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— Send (K;, G;) to all parties, and for j # i send 1#?’1» to Pj.
Round 2. Upon receiving (K, Gj,ng) from all parties, do:

— (Reliability check.) Optionally, if the reliability check is enabled:
— Compute h; = H(Ky||Go|| - - - || Kn—1||Grn-1) and send h; to all parties.
— Upon receiving h; from all parties, abort if h; # h; for some j € [n].
— For j # i, assert VerifyNIL (sid|j, R;, (N, K;), ZQJ-).
— Compute I'; = ; - G.
— For j # i do:
— Sample 1y j, i j < ZnN;, Sij,8i,; < ZN;, and Bi,j,ﬁi’j — 2,
— Compute Dj; = (v; © K;) @ ency, (—Bi; si,j) and Fj; = encql (=i j;7i5)-
— Compute D;; = (z; © K;) @ ench(—BAm'; 4;) and Fj; = encgg(—ﬁm; 7450

EL (. :
Compute ¢;; = ProveNI ¢ (sid|li, R;, (Nj, Ni, Kj, Djs, Fjiy Li); (Viy —Bijs Sijs Tig)

and 1[}]'71' = PrOVGNIEf’?_g(SidHZ', Rj, (Nj, N;, Kj, ﬁjﬂ‘, ﬁ},i, Xi); (JIZ‘, _Bi,jv <§i,j7 f@j)).
— Compute w;l = ProveNI]:E’jé*(sidHi,Rj, (Ni, Gi, T4, G); (74, vi))-

Send (I's, Dy, Fyiy Djiy B 50 s ¥5) t0 P
Round 3.
1. Upon receiving (Fj,Di,j,Fm-,lA)m-,Fi,j,wi,j,@/}@j,%’-’j) from P;, do:

— Assert VerinyIIEf’g_g(side, R;, (Nz, N;,K;, D; ;, F; ;, Fj), wi,j)-

~

— Assert VerinyIIaEf’g_g(side, R;, (N;, Nj, K;, lA)m, Fi,j,Xj),qz)m).
— Assert VerifyNIy,r, (sidllj, Ri, (N;, G;,T;,G), 91 ,).

2. Compute I' = > }Fj and A; = k; - T.

3. For j # i, do:
— Compute a; j = dec(y, ¢.y(D; ;) and &; ; = dec(pivqi)(f)i,j).

~ Compute /; = ProveNIy,y, (sidlli, R, (Ni, Ki, Ay, T); (ki, 7).

jE[n

4. Compute &; = v;k; + Z#i(am + f5) mod ¢ and x; = x;k; + Z#i(di,j + B”) mod q.
5. Send (d;, Ai, 7 ;) to each Pj.

Output

1. Upon receiving (d;, Aj, 97 ;) from Pj, assert VerinyIllEc’é*(side7 R;, (Nj, Kj, Ay, T), 47 ;).
2. Compute 6§ = Zj d;, and do:

— Assert 6- G =3 ;A

— Set R=¢6"1-T and output (R, k;, x;)-
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4.3.2 Threshold (t-out-of-n) Presinging

Input. Size of signing set ¢, identities of parties in signing set, index i € [t], index mapﬁ S : [t] = [n],
key share Kg(;), context separation string sid, security level L, curve E with generator G.

HD-wallets inputs: additive shift € IF, E| (shift = 0 disables HD derivation)

Setup. The key share Kg(;) contains min signers, number of key holders n, secret share xg(i),
parties’ public shares X/ = (X%)jem), a map I : [n] — Fy\ {0}, Paillier secret kegf sks(i)s

parties’ Paillier keys N’ = (N})jeln)> and parties’ auxiliary information R = (85,5, N) jen)-

Step 1. Set sk; = skg(;) and R= (R ))je[n]- Then:

G
— If shares are additiveﬁ shares of the private key, set z; = xg(i), X=X g(j)) jen]-
— If shares are Shamir secret shares of the private key:

— For j € [t], compute Lagrange coefficient \; =  [] % mod q.

me[t\{j}
S
— Compute x; = \; Ty

— For j € [n], compute X; = \; -Xg( : then set X = X5 }en-

)
Step 2. (HD-wallets) If HD-wallets support enabled:

— Set Xg := Xg + shift - G

— If i =0, set xg := xg + shift

— Note: output signature will be valid for public key Y + shift - G

—

Step 3. Call the non-threshold presigning protocol from the previous section using inputs ¢, 7, z;, X,
sk;, R,sid, L,E.
4.4 Signing

The signing protocol has two parts: one that takes the output from the presignature protocol and
a hashed message and produces a partial signature, and another that takes partial signatures and
combines them to produce a signature.

Local signing. The input is a presignature S; = (R, k;, x;), a hashed message m, and, if HD
wallets support is enabled, additive shift € I, ® (shift = 0 disables HD derivation). Do:

— If HD-wallets support enabled:
Set x := x + k - shift

— Set r = R|, and 0; = km + r.

— Output (r, o).

1S(i) is the index that P; had at key-generation time.
®Deriving additive shift is up to specific standard of HD-wallets, e.g. see [E] or [2]
STn this case we have t = n.
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Combining presignatures. The input is the public key Y, partial signatures {(ri,ai)}?z_ol, and

hashed message m. The function does:
— Assert rg=r1 =--- =7p_1.
— Let o=}, 0.

— If (r,0) is not a valid signature on hashed message m with respect to public key Y, then
abort. Otherwise, output (r, o).
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